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MATH 135 Midterm, Fall 2012 Page 6 of 11 Name:

(6] 5. Use induction to prove that for every integer n > 7,

Proof. We begin by formally writing out our inductive statement

P(n) : Zi:w—m

‘ 2
=7

Base Case We verify that P(7) is true where P(7) is the statement

SR Yl :
/% 7& P7):Zi:77

The left hand side evaluates to 27:71 = 7 and the right hand side evaluates to
M) 91 =98 — 21 = 7 so P(7) holds.

Inductive Hypothesis We assume that the statement

k
A%V\W\L F bt&) L Z k+1 —921
i=7
is true for some integer k£ > 7.

Inductive Conclusion Now we show that the statement P(k + 1) is true. That is, we show

k1
e Fblﬁfl) T P(k+1) Zz_ k+2) —21
=7
Now
n k
[Z il + [k (partition into P(k) and other)
=7 =T
+1
[k(k ) _ 21} + [k + 1] (Inductive Hypothesis)
= kk+ 1)+ 5 2k+1) _ 21 (arithmetic)
= (k+ 1>2(k 2 _ 21 (factor)

The result is true for n = k + 1, and so holds for all n by the Principle of Mathematical
Induction.

]
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[6] 6. Let the sequence {z;} be defined by

e ro=3, x; =2, and

o 1, =3T,_1 — 2T,_o.

Prove that x, =4 — 2" for all integers n > 0.

Proof. We will use Strong Induction. Our statement P(n) is
P(n):x,=4-2"

Base Case We verify that P(0) and P(1) are true.

—_—

P0):xg=4-2°

From the definition of the sequence xy = 3. The right side of the statement P(0) evaluates
to 3 so P(0) is true.

— P(1):a; =4—2

From the definition of the sequence x; = 2. The right side of the statement P(1) evaluates
to 2 so P(1) is true.

Inductive Hypothesis We assume that the statement P(i) is true for 1 <i <k, k > 1.
W

P(i):z;=4—2
Inductive Conclusion Now we show that the statement P(k + 1) is true.

Pk +1):zpy =4 — 28

Tpp1 = 3T — 2T (by the definition of the sequence)
=3-(4—-2"—2-(4—-21h (by the Inductive Hypothesis)
=12-3-2F -84 2F (expand)
—4—2.2%

_ g ok+l

The result is true for n = k+1, and so holds for all n by the Principle of Strong Induction.

]
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(a) Setting up RSA
(b) RSA Encryption

(c) RSA Decryption

The three stages are described below.

(a) Setting up RSA: To set up the RSA encryption scheme, Bob does the following.

1. Randomly choose two large, distinct primes p and g and let n = pq.
2. Select an arbitrary integer e so that ged(e, (p—1)(g—1)) =land 1 <e < (p—1)(g—1).

3. Solve the congruence

ed=1 (mod (p—1)(q—1))
for an integer d where 1 < d < (p — 1)(q — 1).

4. Publish the public key (e, n).

5. Keep secret the private key (d,n), and the primes p and q.
T ~—

(b) RSA Encryption: To encrypt a message as ciphertext and send securely to Bob,
Alice does the following.

1. Obtain an authentic copy of Bob’s public key (e, n).
2. Construct the plaintext message M, an integer such that 0 < M < n.
3. Encrypt M as the ciphertext ', given by

C =M (modn) where 0 < C < n.

4. Send C' to Bob.

(¢) RSA Decryption: To decrypt the ciphertext received from Alice, Bob does the fol-
lowing.

1. Use the private key (d,n) to decrypt the ciphertext C as the received message R,
given by
R=C"? (mod n) where 0 < R < n.

2. Claim: The received message R equals the original plaintext message M, i.e., R = M.
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